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Policy Committee Report

The role of the Policy Committee is two-fold: 
· to address policy development and implementation issues; and 

· to address complaints or abuses about and by CCN members. 

2011 was a very quiet year for the Policy Committee.
As in the past several years, the biggest abuse of Chebucto services came from Nigerian criminals convincing Chebucto users to send them their email passwords. All new accounts are warned of the dangers from these phishing emails. In addition we display a constant warning on our Message of the Day and home page. 
As last year, we had two cases where user passwords were compromised, both from their computers being infected with viruses that phoned home their account details to the criminals. We cannot stress enough that all users need to have good up-to-date anti-virus and anti-malware detection and keep their Operating Systems and programs updated. As the past several weeks worth of tech news has confirmed, now even Apple Macintoshes are being frequently compromised and are infecting other Macintoshes and Microsoft Windows computers.  
Chebucto users have also been receiving phishing phone calls claiming to be Microsoft, Windows and even us. These are East Indian criminals using cheap low quality Voice over IP phone connections to try to trick the user into letting the criminals gain remote access to their computer. All the feedback we've gotten about these phone calls show that nobody on Chebucto seems to be fooled by them, though some callers phoned the Chebucto office to make sure the calls were not real.  The poor quality phone lines and bad English of the callers seemed to provide enough red flags of their own to potential victims. Of course, Microsoft does not phone users at their homes or require remote access to your computer.
 As in previous years we are looking for people interested in serving on the Policy Committee. Interested parties can submit their names to office@chebucto.ns.ca.   
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